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Abstract

Discussions surrounding self-enforcing, code-based agreements occupy a significant
presence in contemporary contract scholarship. To their proponents, these “smart
contracts” have the potential to revolutionize the way in which we conclude agreements,
with important implications for the law of contracts and judicial institutions alike.
Critics are skeptical, alleging that the traditional agreement written in natural language
has many desirable features that cannot easily be imitated by its digital cousin. However,
we currently lack any empirical evidence to ascertain what smart contracts are used for
in practice.

This project is the first to provide a large-scale, descriptive overview of the landscape
of smart contracts implemented on the blockchain platform Ethereum. We obtain
information on the code of all 45,000 verified smart contracts from etherscan.io and
use a range of text analysis methods to analyze their content.

We find that 80% of “smart contracts” are copy-pasted code used to create a new
token. The remaining 20% are predominantly games, auctions for game items and
ponzi schemes. We are able to identify a handful of insurance contracts and escrow
services. Beyond those, we are unable to find even a single contract that would resemble
a traditional, legally enforceable agreement. Our findings suggest that the current debate
about the promises and perils of smart contracting is premature. Because we do not yet
see any examples of smart contracts that act as a substitute for traditional contracts
in a relevant range of applications, it is impossible to make informed predictions about
whether and how the technology may impact society at large.
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I Introduction

If some tech enthusiasts are to be believed, lawyers will soon face stiff competition from

technology. Prediction algorithms are expected to take over parts of the jobs that were previ-

ously considered the exclusive domain of human attorneys (Katz 2013). Similar technology

is changing the workings of administrative agencies (e.g., Livermore, Eidelman, and Grom

2018) and is also described as enabling new forms of regulation (Casey and Niblett 2017).

This article focuses on “smart contracts,” computer programs whose ostensible function

it is to execute and potentially even enforce the terms of a contractual agreement. First

conceived in the 1990s (Szabo 1994), the concept of smart contracts has received increased

attention since the invention of the blockchain technology in 2008, and in particular since

the development of Ethereum in the mid-2010s (see Buterin 2014). A central claim of many

blockchain advocates is that it is possible to implement smart contracts on a blockchain, and

that these smart contracts can provide a (superior) alternative to “traditional” contracts in

facilitating impersonal transactions (Savelyev 2017). Furthermore, some contend that such

smart contracts “have entered the mainstream” and are now “the new norm” (Rohr 2019).

Yet not all observers share the enthusiasm about the potential of smart contracts to

replace the traditional legal system as an infrastructure for transactions. Critics question

the (normative) desirability of a world in which computer logic replaces the role of legal

institutions in adjudicating disputes about contractual obligations (Verstraete 2019; Werbach

and Cornell 2017). In addition, some question the (positive) potential for smart contracts to

create more efficient commitment and enforcement devices for many types of transactions

(Arruñada 2018; Frankenreiter 2019; Sklaroff 2017). These latter doubts relate both to the

concept of smart contracts in general and to the currently available technology.

To date, however, most of the debate surrounding smart contracts has been theoretical in

nature.1 Indeed, we currently lack any notion of whether the conversation is grounded in

1. Notable exceptions include Cohney et al. (2019), who investigate the smart contracts governing a range
of so-called token sales, and Bartoletti and Pompianu (2017).
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the existing reality of how blockchain-powered smart contracts are used in practice. Against

this background, this article undertakes the first large-sale attempt to map the landscape of

smart contracts deployed on Ethereum—currently the most important platform for smart

contracts. In particular, our analysis seeks to identify whether and to what extent smart

contracts implemented on a blockchain are used in practice to replace traditional contracts.

Before proceeding, a few clarifying remarks are necessary to avoid confusion. First, the

debate about smart contracts is complicated by ambiguity in the use of the term “smart

contract” (see also Cohney and Hoffman 2020). In its original meaning, the term denotes the

idea of contractual agreements executed and potentially also enforced by a computer (Szabo

1994). Since the rise of blockchain technology, the same term has increasingly been used to

denote computer protocols or code executed on a blockchain.2 The use of the same name for

the idea of smart contracts on the one side and computer protocols on a blockchain on the

other side is no coincidence. In fact, many blockchain enthusiasts argue that these computer

protocols can be used to implement programs that have many or all of the desired features

of smart contracts (Buterin 2014). To avoid confusion, we refer to smart contracts in the

second sense as “blockchain protocols” throughout the remainder of this article.

Second, it is important to distinguish between different ways in which blockchain protocols

can potentially be used to facilitate transactions. On the one hand, they are presented as

complements to traditional contracts that can effectuate certain provisions, for example by

executing a payment after conditions agreed on in the contract have been met (Levi and

Lipton 2018). On the other hand, it is argued that they can be used as substitutes for

traditional contracts that render human involvement (including the involvement of courts

in adjudicating and enforcing contracts) largely irrelevant. Whether blockchain protocols

act as substitutes for or mere complements of traditional agreements is of profound practical

2. As described in more detail in Section B below, the main content of the most important blockchains
is a ledger which records the number of “tokens” held by all addresses in the network. Most addresses are
so-called “wallet addresses” which are controlled by individuals or organizations via a “private key.” Ethereum
implements “smart contracts” by introducing a second type of address whose actions are determined by
computer code which is associated with these addresses.
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relevance. Indeed, as has been pointed out by some (Holden and Malani 2019; Savelyev 2017),

if blockchain protocols substitute traditional agreements, this may render it unnecessary to

put down the terms of the agreement in natural language while simultaneously rendering

obsolete the need for the legal system to enforce the provisions of the contract. At the same

time, if blockchain protocols are used as complements to traditional contracts, their use

may be of little direct consequence for our understanding of traditional contracting, contract

law or the role of courts in adjudicating and enforcing agreements. This article thus seeks

to investigate whether blockchain protocols are used as substitutes or whether their use is

currently limited to a complementary function.

Our preliminary results indicate that blockchain protocols implementing traditional,

bargained-for agreements are virtually non-existent on the Ethereum blockchain. About 80%

of blockchain protocols feature copy-pasted code used to create a new token. The code on

the remaining 20% of blockchain protocols predominantly implements games, auctions for

game items and ponzi schemes. We are able to identify a few instances of code implementing

insurance contracts and escrow services. However, so far we have been unable to find even a

single protocol that would implement an agreement in the traditional, legal sense.

Of course, this finding does not imply that the vision of smart contracts can never become

reality or that lawyers should abstain from evaluating the normative implications of this

technology. However, we argue that our findings have at least two implications for the

various debates surrounding smart contracts. First, claims that smart contracts “are now

the norm” certainly seem overblown. So far, there are little indications that blockchain

protocols (or any other type of smart contract based on currently available technology) will

serve as a widely used infrastructure for transactions. Second, our findings suggest that the

current debate about the promises and perils of alternative forms of contracting based on

blockchain technology appears premature and of little practical importance. Indeed, given

that blockchain protocols are not ever used as substitutes for traditional contracts, it is not

even clear whether alternative forms of contracting, once they become relevant, will be based
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on technology resembling today’s infrastructure.3

The rest of this article is structured as follows. Section II provides more details on smart

contracts and blockchain protocols; it also summarizes the various ongoing debates about the

implications of these technologies and concepts. Section III describes our empirical approach

and reports results. Section IV discusses the implications of our findings, and Section V

concludes.

II Theoretical Considerations

A Traditional vs. Smart Contracts

One of the main functions of contract law and the enforcement of contracts through courts

is to enable mutually beneficial transactions in situations in which, in their absence, such

transactions would not come about (Schwartz and Scott 2003).4 This applies whenever at least

one party to a transaction faces an incentive to “cheat” that is not effectively counteracted by

competing incentives, e.g. future benefits from repeated interactions or reputational payoffs.

The legal system increases the expected costs of cheating by providing parties with the ability

to enforce contractual promises. However, the ability of the legal system to overcome these

incentive problems depends on the parties’ expectations about the legal process and the

quality of the legal institutions. As a general principle, the higher the expected litigation

costs and the higher the judges’ expected error rate, the more difficult it is for the legal

3. Some initiatives, such as Stanford’s CodeX, seek to develop an entirely
new protocol for that purpose, see https://law.stanford.edu/publications/
developing-a-legal-specification-protocol-technological-considerations-and-requirements/.

4. In the following, we focus exclusively on the potential for smart contracts to replace traditional contracts
as an efficient infrastructure for impersonal transactions. Note that some critics of smart contracts are not
primarily motivated by doubts about the potential of smart contracts to support efficient contracting, but
by concerns about their effects on society at large. Advocates of this view maintain that the involvement
of state actors in adjudicating contractual disputes serves societal functions beyond guaranteeing such an
efficient infrastructure, and contend that these benefits would be lost if traditional contracts were replaced by
smart contracts (Verstraete 2019; Werbach and Cornell 2017). However, it is at least unclear whether such
concerns would induce parties to eschew smart contracts in favor of traditional contracts.

5

https://law.stanford.edu/publications/developing-a-legal-specification-protocol-technological-considerations-and-requirements/
https://law.stanford.edu/publications/developing-a-legal-specification-protocol-technological-considerations-and-requirements/


system to decentivize cheating (Scott and Triantis 2006; Werbach and Cornell 2017).5

The fundamental idea behind smart contracts is to offer an alternative infrastructure for

overcoming these incentive problems that reduces or even eliminates entirely the involvement

of trusted third parties (Szabo 1994). Instead of relying on judges and juries to establish

the factual background of a case and interpret the terms of a contract, and on court officers

to enforce the final verdict, smart contracts entrust computer code with these functions

(Werbach 2018). Because computers follow strictly any instructions they are given, their

decisions are (at least in theory) perfectly predictable. Most importantly, they do not make

mistakes other than those that are included in the programs they execute, and their decisions

are not influenced by personal preferences, economic incentives or mere laziness. As computers

are usually able to execute code almost immediately and at low cost, smart contracts could

also allow for a quicker enforcement without costly and time-consuming litigation, thereby

further reducing enforcement costs.

[There is a second reason why smart contracts could constitute a more efficient alternative

to traditional contracts. This reason is linked to the issue of vagueness in natural languages.

Proponents of the idea to replace traditional contracts with contracts written in computer

code depict the vagueness associated with the natural language as a deficiency. According to

this argument, that smart contracts force their users to formulate precise rules and conditions

that leave no room for vagueness can be considered a positive feature ([CITE]).]

Others are less optimistic about the potential for smart contracts to replace traditional

contracts as an infrastructure for transactions.

Perhaps the most common skepticism is rooted in the theory of incomplete contracts.

In traditional contracts, parties do not have to specify detailed rules for every possible

contingency ex ante. Instead, they can use standards (such as “commercially reasonable

efforts”) to delegate the decision over the precise scope of contractual obligations to courts,

5. These potential limitations of the legal system are exacerbated if parties to a transaction do not trust
the judges to perform their duties in a neutral and objective way, for example because they follow their own
agenda or because they are corrupt.
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which decide on these issues ex post (Goetz and Scott 1981; Grossman and Hart 1986; Posner

2004; Scott and Triantis 2006). When traditional contracts are replaced with smart contracts,

the possibilities for such delegation is severely limited (Felten 2017; Sklaroff 2017).6 The

reason for this is that smart contracts, like any computer code, consist of a series of fully

articulated “if-then” instructions. A computer does not have the possibility to exercise

discretion or adjust the contractual obligations after a change of circumstances that is not

expressly included in the contract code.7 Hence, in contrast to traditional agreements, parties

that rely on smart contracts de facto face a binary choice when addressing a contingency: They

can either explicitly agree on an outcome or leave the contingency unaddressed.8 Addressing

the contingency increases front-end costs, including the costs of obtaining information about

potential courses of events and the costs of agreeing on an outcome for individual contingencies.

Ignoring the contingency decreases the expected contractual surplus, because it can lead to

an allocation of rights that is not in the best interest of the parties (see also Gilson, Sabel,

and Scott 2014).9 The welfare effects associated with the use of smart contracts are thus

ambiguous. They depend on a comparison of the decrease in enforcement costs on the one

hand and the increase in front-end costs and costs due to a misallocation of rights on the

other.
6. In the following, we focus on the potential for delegations in smart contracts which do not rely on

human input. Another potential way to delegate decisions is to provide for the involvement of human
decision-makers. However, insofar as smart contracts include such delegations, they might lose most or even
all of their purported advantages over traditional contracts. Most importantly, outcomes are not perfectly
predictable. Besides, different from the use of standards in traditional contracts, such a delegation requires
the formulation of explicit rules about the precise circumstances under which the decision-maker can become
active, which entails potentially substantial front-end costs. The only way to avoid this would be to grant
human decision-makers the authority to overrule any contractual provision, which further levels the difference
between smart contracts and traditional contracts.

7. In the context of the use of rules and standards in legislation and regulation, Casey and Niblett (2017)
argue that new technologies will give rise to machines that are able to translate abstract policy goals into
concrete rules in a way that takes into account the specific circumstances in which a citizen encounters the
law. If such technology were to be developed, it could potentially also be used to implement the equivalent of
performance standards in smart contracts. However, as far as we know, such technology is not available at
the moment, and by all indications it is still a long way off.

8. Because of the declining marginal benefit of including provisions governing increasingly remote contin-
gencies in the contract (as well as potentially increasing marginal front-end costs), most contracts will leave
at least some contingencies unaddressed. Besides, it seems reasonable to assume that, in many constellations,
it is practically impossible to write a complete contract which addresses all possible contingencies.

9. For instance, a risk could be allocated to the party that faces higher costs insuring against it.
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In addition, costs stemming from the inability to delegate decisions over contractual rights

might not be the only downside of a decrease in ambiguity associated with the use of smart

contracts. As has been argued in the literature, contractual vagueness might serve functions

beyond reducing negotiation costs. For example, as Bernheim and Whinston (1998) argue, it

can be efficient not to specify certain performance standards in order to allow for flexibility in

contract enforcement. According to Posner (2004), incomplete contracts facilitate agreements

because they allow parties to form diverging expectations about the scope of contractual

provisions. Finally, Choi and Triantis (2010) show that the uncertainty and costs inherent

in litigation can serve as a screening device that enables more efficient contracting. It is

beyond the scope of this article to analyze whether smart contracts can be designed in a

way that mimics at least some aspects of the vagueness of traditional contracts.10 However,

all these arguments imply that contractual vagueness (and potentially also the costly and

uncertain enforcement of traditional contracts) might have value in and of itself. This puts

into question whether the central promise of smart contracts to deliver contacts that can be

enforced with certainty and at no cost is as beneficial to parties as the proponents of smart

contracts make it seem.

B Technical Challenges, Blockchains and Blockchain Protocols

When smart contracts were first conceived in the 1990s, they were treated like a theoretical

possibility rather than a practically achievable technology. Probably the most important

reason is that, in order to implement fully autonomous smart contracts, it is necessary to

overcome a number of technological challenge. First, smart contracts need to be able to verify

whether events that trigger contractual consequences occurred. In particular, they need to

be able to ascertain whether parties fulfilled their contractual duties or not. Second, in order
10. Note that, different from the delegation of the decision about the precise scope of contractual obligations

to courts, none of these arguments is based on the involvement of humans in contract enforcement. Therefore,
it seems possible that smart contracts can be designed in a way that accommodates at least some of these
goals. For example, a result similar to that in Bernheim and Whinston (1998) can likely be achieved by
not including certain observable actions as conditions that influence the size of transfers of tokens in smart
contracts. Other goals might be realized by including elements of randomness in smart contracts.
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to function as an effective (autonomous) contracting device, smart contracts must be able to

bring about changes that matter to the parties of the transaction, for example by effectuating

a payment or other transfer of value. Finally, fully autonomous smart contracts also have to

exclude the possibility of interference on the part of an individual or organization in control

of the physical infrastructure on which the computer program is executed.

According to some, the invention of blockchain technology provided the missing parts of

the infrastructure needed to create smart contracts. In particular, many observers take it for

granted that smart contracts based on blockchain technology can be used to structure and

enforce agreements without the need to rely on trusted intermediaries such as courts and other

state actors (see, e.g., Fulmer 2018; Rohr 2019; Sklaroff 2017). Blockchains are databases

that are maintained by a multitude of contributors connected over the internet (Catalini and

Gans 2019) (“decentralized ledgers”). Their decentralized nature renders blockchains resistant

to attempts by individual contributors to manipulate contents stored on blockchains and

makes the blockchain’s continued existence and operation independent from the continued

participation of any individual contributor (Bacon et al. 2018). Individuals and organizations

are represented on blockchains by so-called “addresses.” These addresses consist of seemingly

random character sequences and anybody in control of a secret “private key” belonging to

this address can authorize transactions on its behalf. Most blockchains also feature digital

“tokens” which are used to pay for transactions and other computation on a blockchain, and

which can be transferred between addresses. These tokens have acquired considerable value

in case of projects like Bitcoin and Ethereum.

Different from the first blockchain (the Bitcoin blockchain), which was designed to create

an alternative payment system (Nakamoto 2008), the Ethereum blockchain was designed

with the express goal to erect a decentralized computing platform (Buterin 2014). In order to

achieve this goal, it allows for addresses in the network that are not controlled by an actor in

possession of the private key associated with this address, but by computer code.11 The code

11. It is important to note that even such smart contracts can be de facto under the control of an individual
if, for instance, specific other addresses are given the power to change the computer code.
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can perform all kinds of functions, including authorizing the transfer of tokens “stored” at its

address. It is these code-controlled addresses on the Ethereum blockchain that are commonly

referred to as “smart contracts” in the context of blockchain technology (and that we refer to

as “blockchain protocols” throughout this article). Notably, blockchain protocols can serve a

range of different purposes, including many which are not related to structuring or otherwise

facilitating an agreement between individuals or organizations.

In fact, blockchain technology helps at least partly overcome two of the challenges to

the implementation of fully autonomous smart contracts identified above. The first is the

potential for interference with the physical infrastructure on which a smart contract is

executed. Because of the decentralized nature of blockchains, such interference is arguably

impossible (Rohr 2019), at least insofar as a smart contract is fully implemented by means of

a blockchain protocol and does not rely on inputs from “off-chain” resources (Arruñada 2018).

The second is the need for smart contracts to effect changes that matter to the parties of a

transaction. Blockchain tokens have acquired value and blockchain protocols can transfer

these tokens, rendering it possible to implement automatic “payments” based on meeting the

conditions established in the code associated with a blockchain protocol (see also Werbach

and Cornell 2017).

However, it remains unclear whether blockchain technology can also overcome the remain-

ing challenges to smart contracting in a way that would allow for the implementation of fully

autonomous agreements for a broad range of transactions. First, although the availability

of tokens on a blockchain enables blockchain protocols to effectuate payments, their ability

to ensure future payments is limited in important ways. A future token transfer can only

be guaranteed if an address is already in possession of these tokens, and if the blockchain

protocol ensures that the tokens cannot be transferred to any other address before the transfer

is due. This feature means that high-value transactions implemented by way of blockchain

protocols potentially tie up substantial amounts of liquidity. For this reason, any transactions

with the purpose to provide a debtor with liquidity (most importantly any form of a loan
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agreement) are arguably impossible to implement solely via the blockchain (Greenspan 2016;

Levi and Lipton 2018).

Second, the invention of the blockchain technology has not fundamentally affected the

ability of computer programs to verify whether events that trigger contractual consequences

occurred or not. This raises fundamental questions about the ability for blockchain protocols

to verify whether events that trigger contractual consequences have occurred, especially in

case of more complex contractual arrangements (Arruñada 2018; Frankenreiter 2019). In

addition, blockchain protocols can only access information that is stored on the blockchain.

In order to be relied upon by a blockchain protocol, any “off-chain” information has to

be fed onto the blockchain through externally controlled addresses, so-called “oracles.” As

a result, the decentralized structure of the blockchain cannot guarantee the accuracy of

such information. Therefore, the claim that blockchain-powered smart contracts can enforce

agreements in the absence of trusted third parties appears to be true only in a small variety

of contexts (Arruñada 2018; Frankenreiter 2019).

In sum, even if smart contracts in principle have the power to allow parties to structure

their transactions in a superior way, it seems at least doubtful whether parties would prefer

smart contracts on the basis of the currently available technology.

III Empirical Analysis

A The Data

Our data set consists of all verified smart contracts available on the Ethereum “blockchain

explorer” Etherscan12 on August 15 2018. A blockchain explorer is a tool—in the case of

Etherscan, a website—that allows users to easily assess the contents and transactions on

a blockchain. Smart contracts on Ethereum are written in Solidity,13 a human readable

12. htttp://etherscan.io.
13. There is a competing coding language called “Vyper.” However, it is still in beta and estimates suggest

that it is used by fewer than 0.1% of contracts.
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programming language. However, before being stored on the blockchain, the Solidity code is

converted to bytecode, which is not human readable. A verified smart contract is a smart

contract that, together with its bytecode, provides the human readable Solidity code.14

Overall, the data set contains 40,022 (verified) smart contracts. [Of those, we drop 11,002

smart contracts which are exact copies of other smart contracts, leading to a total of 29,020

smart contracts]. For each smart contract, we collect meta information, such as its date of

verification, the number of transactions associated with the smart contract and its name.

B Representing Smart Contracts

The goal of our analysis is to identify blockchain protocols that act as substitutes for

traditional, bargained for agreements. For this, it is required to compare the content of the

individual blockchain protocols to each other and to identify clusters of substantively similar

protocols. In order to examine substantive similarity, we focus on the Solidity code. We

treat each protocol’s Solidity code as a document and the collection of code for all blockchain

protocols as our corpus. This allows us to apply methods from natural language processing

to analyze their content.

We begin by defining function names as the relevant tokens of our analysis. In program-

ming, a function is a named, self-contained section of code that performs a specific task.

While programmers are generally free to give any name to any function, it is common practice

to assign expressive names that concisely and accurately reflect the task that the function

ought to perform.15 Hence, function names can be thought of as a summary of the tasks

that a program can perform. We extract all function names from all blockchain protocols

using regular expressions.

In a second step, we translate function names into feature vectors. A feature vector is a

14. More precisely, in order to verify their smart contracts, users can submit Solidity code to Etherscan.
Etherscan compiles the code and checks the resulting bytecode against the bytecode stored on Ethereum
(ignoring comments). If there is an exact match, the contract will be verified and the associated Solidity code
will be made available through Etherscan.

15. For instance, a function that computes the mean of a series of numbers is typically called “mean.”
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high-dimensional vector in which each dimension corresponds to one of the 63,391 unique

function names in our corpus. The elements of the feature vector are binary and simply

indicate whether a function name is present in the Solidity code or not. We can thus use

the feature vectors to project the content of each blockchain protocol into high-dimensional

space.

C Hunting for Bargained for Agreements

The goal of our empirical analysis is to identify bargained-for agreements that a court would

recognize as enforceable had it been written in the natural language. A complete analysis

would require a manual inspection of the code of every blockchain protocol. However, since

the size of the corpus renders such an approach infeasible, we instead categorize the majority

of protocols using unsupervised classification procedures. After verifying the output, we limit

our manual inspection to the subset of protocols that are too idiosyncratic to be classified by

means of our algorithm.

D Clustering

To assess the high-level structure of of the blockchain protocols, we begin by clustering the

high dimensional feature vectors using the k-means clustering algorithm. Intuitively, the

k-means clustering algorithm is initialized with k random points in space, the centroids. The

first observation is assigned to the cluster of its nearest centroid.16 After assignment, the

new centroid is then computed as the weighted average of the previous centroid and the new

observation. This process is repeated until each observation is assigned to a cluster. We set

k = 9, where Clusters 1-8 contain 15,688 blockchain protocols with distinct feature vectors

and Cluster 0 contains the remaining 13,332 protocols that do not fit into a coherent cluster.

To illustrate the results of our clustering procedure graphically, we draw a random,

stratified sample corresponding to 3% of all observations within each cluster. We do this

16. Measured by the Euclidian distance between the observation and each of the k clusters.
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in order to reduce cluttering and guarantee that the resulting figure is readable. Next, we

project the high dimensional feature vectors into two dimensional space using t-distributed

stochastic neighbor embeddings (t-SNE). t-SNE is a popular algorithm designed to illustrate

a clustered structure in high dimensional data. We color each observation with the number

of the cluster assigned by the k-means clustering algorithm. In a last step, we take a random

sample of each cluster and inspect the code manually in order to determine the function of

the smart contract.

Figure 1 plots our results. As can be seen, the vast majority of smart contracts create

some variant of a token. The tokens typically claim to follow the ERC20 standard, which is

a standard that requires several functions to be implemented and is meant to guarantee the

functionality of new tokens of Ethereum. However, as the data indicates, there is no single

universally accepted ERC20 standard. Instead, it is possible to identify several sources for

different ERC20 token templates that are commonly reused. Ethereum does not provide the

functionality to verify adherence to any given ERC20 standard.

In addition to tokens, the small cluster 6 consists of betting games. Cluster 8 includes

different Oracle implementations.
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Figure 1: K-Means Clustering Smart Contracts

To further analyze the inter- and intra-cluster coherence of our feature vectors, we create

a quadratic similarity matrix M in which element Mi,j corresponds to the pairwise cosine

similarity between vectors i and j. We then plot the resulting matrix as a heat map, with

darker colors indicating a higher cosine similarity. The results are shown in Figure 2.17 The

squares along the diagonal from the top left to the bottom right correspond to Clusters 1-8.

As can be seen, the smart contracts within each cluster are internally coherent, but distinct

from the smart contracts in other clusters. Of note are Clusters 4 and 8, which demonstrate

a particularly high similarity among their protocols. Upon manual inspection, we find that

Cluster 4 contains a particularly prevalent and often copy-pasted template for an ERC20

17. We again plot a stratified random sample of 3% of our data to promote readability.
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standard token that is also used in several online tutorials on token creation.18 Cluster 8

contains Oracle implementations.

Figure 2: Heat Map of Clustered Algorithms

E Contract Names

Having labeled roughly half of all blockchain protocols using k-means clustering, we continue

by considering all contracts that have been assigned to Cluster 0. Recall that Cluster 0

contains all protocols that do not fit into a coherent cluster.

We begin by creating a list of seven protocol types. For each type, we narrowly define a

number of search terms strongly associated with that type. For instance, the type “Games”

18. See, e.g., https://medium.com/haloblock/build-your-ico-token-on-a-local-blockchain-beginner-tutorial-part-iii-6c3ad2a5371f.
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includes, among others, the terms monster, dungeon and lottery. The type “Auction” only

includes the term auction. A full list of types and their associated terms is included in the

Appendix.

Next, we extract the names of all blockchain protocols in Cluster 0. We search each name

for the mentioning of our type-specific terms. If a protocol name includes a term from our

list, it is labeled with the associated type. If there are multiple matches, labels are assigned

based on a predefined hierarchy.19

Table 1 lists all labels assigned after k-means clustering and the analysis of protocol

names.
19. The hierarchy was determined pursuant to a manual inspection of blockchain protocols with multiple

matches. The vast majority of these protocols create tokens within a specific context (e.g. creation of tokens
to be used in a game). In these instances, we chose to assign the label for the context (here “Game”).
Although possible, we do not assign multiple labels to a single blockchain protocol to remain consistent with
the discrete k-means clustering procedure.
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Table 1: Summary Statistics

Category Mean Number of Transactions Number of Contracts

Auction 19,913 239
Crowd Sale 720 754

Escrow 1,883 148
Games 1,633 2,273

Ponzi Schemes 525 82
Cluster 1 2,938 5,229
Cluster 2 1,441 3,838
Cluster 3 1,156 2,132
Cluster 4 474 1,392
Cluster 5 4,403 1,000
Cluster 6 1,509 909
Cluster 7 1,789 823
Cluster 8 2,307 365

Other Tokens 3,114 5,078
Token-Related 753 1,821

Undefined 1,549 2,907

F Manual Inspection

IV Discussion

V Conclusion
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